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* use auxiliary/scanner/kerberos/kerberos_login
*set rhosts 192.168.1.48

* set domain ignite.local

e set user_file users.txt

* Run
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* Computer Configuration > Policies > Windows Settings > Security Settings >
Local Policies > Security Options.
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Security Settings > Local Policies > User Rights Assignment
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£ Microsoft Baseline Security Analyzer

€]®]  Microsoft Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its IP address.

Computer name: VIOREGROUP MACBOOKXP W (this computer)
IF address: I | | v|
Security report name: 8e0% - %l % [36T3%)

%D% = gomain, %C% = computer, %T% = cate and tme, %[P% = [P agdress
Options:

Chedk for Windows admnistrative vulnerabilities

Checdk for weak passwords

[¥] Check for 115 administrative vulrer abilities

Check for SOL administrative vulnerabilities

Check for security updates
[] configure comouters for Microsoft Update and scanning prerequisites
[] Advanced Update Services gptions:

| Stat Scan || Cancel |
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Severe Rk (One or more aitical thecks faled.)
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IP address: 192, 144.0. 363
Scourity report name: WORKGROUF  USER G (22. 0.301139-19) B
Scan date: 22.10.2011 1519
Scanned with MESA version: 2.2.210.0
Colalog synchronization date
Security spdate catalog: Mcroso't Updane
wetOrder; Score (weratfest) v
Seaurity Update Scan Results
Score  Isoue Rosuk
O Developer 230ty ety are taay.
Tools, Mhat war scanmed Readt detads “ow o corect tus
e, ol
Redsributabes
Secunty
Usxda e
< Office Seaurity @ secunity updates are nissing, J service packs or upcete rolues are missing.,
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Wiesdews Ssearity upxdates are mhasing, | service packs o update roligs ace missng,
Seaun Ahat wes scanned  Resuit detads Mow tocomect ths
Liondaes
SOx No seQurty Lpdaies are mssng
Campanents VWhat was scanned  Resudt detals
Caamty
Updasee
0 SCL Sevvwr MO seurly LD Are TERRNG
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root@kali: Jusr/share/nmap
File Ecit View Se2arch Terminal H2Ilp
:/usr/share/nmap# nmap -sU -p 161 192.168.102.220
Starting Nmap 7.70 ( hitps://nmap.org ) at 201%-€6-27 10:02 EDT
Nmap scan report for 192.168.102.220
Host 1s up (0.014s latency).

PORT STATE SERVICE
161/ucp open snmp
MAC Accress: (C2:01:11:71:00:00 (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 0.59 seconds
: /usr/share/nmap#




:/usr/share/nmap# nmap -sV -sU -p 161 192.168.102.220
Starting Nmap 7.70 ( htitps://nmap.org ) at 2019-06-27 10:03 EDT
Nmap scan report for 192.168.102.220
Host 1s up (0.016s latency).

PORT STATE SERVICE VERSION

161/ucp open JBMWY  SNMPv1 server; ciscoSystems SNMPv3 server [public
)

MAC Address: €2:01:11:71:00:00 (Unknown)

Service Info: Host: Rl

Service detection performed. Please report any incorrect results at htt




/home/hesam

i/
/

/usr/share/nmap/scripts

/usr/share/nmap/scripts

ep snmp
-brute.nse
-hh3c-logins.nse
-info.nse
-interfaces.nse
-ios-config.nse
-netstat.nse
-processes.nse
-sysdescr.nse
-win32-services.nse
-win32-shares.nse
-win32-software.nse
-win32-users.nse

/usr/share/nmap/scripts

SNMP JS35 3 ) p Gt 2alie 8 NMAP sl Script X 68 cpl o

2 8w ealdiul Community G2 1au ) Brute.nse < Sl )




/usr/share/nmap/scripts
-sU -p 161 ——script snmp-brute.nse 192.168.100.100
Starting Nmap 7.94 ( https://nmap.org ) at 2024-05-06 04:41 EDT
Nmap scan report for 192.168.100.100
Host is up (0.00041s latency).

PORT STATE SERVICE
161/udp open|filtered snmp
MAC Address: 00:0C:29:5A:CC:49 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.86 seconds

/usr/share/nmap/scripts

/usr/share/nmap/scripts
) -sU -p 161 —-script snmp-interfaces.nse 192.168.100.1
Startlng Nmap 7.94 ( https://nmap.org ) at 2024-05-06 04:47 EDT
Nmap scan report for 192.168.100.1
Host is up (0.0084s latency).

PORT STATE SERVICE
161/udp closed snmp
MAC Address: 74:D2:1D:87:50:F1 (Huawei Technologies)

Nmap done: 1 IP address (1 host up) scanned in 0.40 seconds

/usr/share/nmap/scripts




PORT

STATE SERVICE

161/udp open snmp

snmp-1interfaces:

FastEthernet0/0

IP address: 1CVIRLL-PRlriPyIl Netmask: 255.255.255.0

MAC address: c2:01:11:71:00:00 (Unknown)
Type: ethernetCsmacd Speed: 10 Mbps

Status: up
Traffic stats: 22.90 Kb sent, 26.12 Kb received

FastEthernet0/1
MAC address: ¢2:01:11:71:00:01 (Unknown)

Type: ethernetCsmacd Speed: 10 Mbps

Status: down

Traffic stats: 0.00 Kb sent, 0.00 Kb received
Nullo

Type: other Speed: 4 Gbps

Status: up



:/usr/share/nmap/scripts# nmap -sU -p 161 --script snmp-brute.
nse 192.168.102.220
Starting Nmap 7.70 ( https://nmap.org ) at 2019-06-27 10:12 EDT
Nmap scan report for 192.168.102.220
Host 1s up (0.0055s latency).

PORT STATE SERVICE

161/udp open snmp

| snmp-brute:

| public - Valid credentials

MAC Address: C2:01:11:71:00:00 (Unknown)

Nmap done: 1 IP aadress (1 host up) scanned 1n 2.83 seconds
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é, DNS Manager

File Action View Help

o 2F XEC = HmM § EE

2 DNS
v 3@ WIN-MTVCKBEADO8
v || Forward Lookup Zones

» =) _msdcs.classlocal
v - dasslocal
-1 _msdcs
- [ _sites
&l _tep
- [ _udp
» || DomainDnsZones
» || ForestDnsZones
- [ Reverse Lookup Zones
» || Trust Points

- || Conditional Forwarders

Name
:j_msdcs

j _sites

] tep

] _udp

j DomainDnsZones

j ForestDnsZones

(same as parent folder)
E(same as parent folder)
(same as parent folder)
(same as parent folder)
E (same as parent folder)
El (same as parent folder)
E win-mtvckbead08
win-mtvckbead08
win-mtvckbead08
win-mtvckbead08

Type

Start of Authority (SOA)
Name Server (NS)

Host (A)

IPv6 Host (AAAA)

IPv6 Host (AAAA)

IPv6 Host (AAAA)

Host (A)

IPv6 Host (AAAA)

IPv6 Host (AAAA)

IPv6 Host (AAAA)

Data

[29], v
win-r
192.11
2a01:!
2a01:!
fd74x«
192.11
fd74x«
2a01:!
2a01:!



Shams.local Properties -

General |  Statof Authorty (S0A) |  Name Servers
WINS Zone Transfers I Security

A zone transfer sends a copy of the zone to the servers that request a copy.

[V Aliow zone transfers:

{* To any server
" Only to servers listed on the Name Servers tab
" Only to the following servers

|P Address

Server FGDN

Edit

To specify secondary servers to be notified of zone Notify. .

updates, click Notify.

N
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DNS Server  Jww! d,lg0 (53Lw 00y o ow

How to set up a

DNS Server




SERVER2 Properties 7] x|

| Debug Logging I Event Logging I Trust Anchors I Monitoring I Security
Interfaces I Forwarders Advanced | RHoot Hints

Senver version number;
6.1 76071 (Bx1db1)

Server options:

[ |BIMD secondaries

[ |Fail on load f bad zone data
[w|Enable round robin

[w|Enable netmask ordering
[w|5ecure cache against pollution

Mame checking: Multibyte (LUTF3)

| 4

Load zone data on startup: From Active Directory and registry ™

[~ Enable automatic scavenging of stale records

Scavenging penod: I days o’




v S o Properties g cusl, SIS o1 b (g9, DNS JgusS j>

* Disable Recursion:
D9 0 48,5 59,DNS 5l o5 Sforward Ul @

* Bind Secondaries:
Al o S 9uJDNS server G b o ,wDNS 0 byl )18, 6l ®

* Fail On load if bad zone data:

e Enable round robin:

> ,5,wDNS o larequest aS 54 o coago dasl o Sl o) ,8 5 (gl pail 4zl )9)“,DNS KVN ;l .



* Enable netmask ordering:

DNS L oSl b codgl sy sDNS server arequest < i8g S opl o0g Jkd Sygo 4
Dy 413 TP s3gue j> 45" cuslserver

* Secure Cache against pollution:

23 5,8 dalgs ablie | L larecord > ol 3 sbxl @y o @
. Debug Logging | Event Logging | Trust Anchors | Monitoring | Securty
tefaces |  Forwarders Advanced |  Root Hints
Server version number:

6.1 7601 (Q<1db1)

Server options:

[ IDisable recursion (also disables forwarders)
[T1BIND secondaries

[]Fail on load if bad zone data

[v|Enable round robin

[v|Enable netmask ordering

[v|Secure cache against pollution

Name checking: [ Mutibyte (UTF8) |
Load zone data on startup: |From Active Directory and registry Zl

[~ Enable automatic scavenging of stale records

Scavengng penod: IC Ida'f's vI



Event Logging:

.o:...:. LQ 4>4§. R
| S RLEVENT & & 08 o pasds

Interfaces | Forwarders I Advanced | Roaot Hints
Debug Logging  Event Logging |Tn_|5t Anichors I Manitoring I Security I

The DOMS event log maintains a record of emors, wamings, and other events
encountered by the DMNS server. You can use this information to analyze
server pefomance.

Log the following events:
" Mo events

™ Emors only

" Emors and wamings
* Al everts




o.)).{ .)9..\.>bo ‘) DNS oD U9 .)9.«4» ).)) u»g) )‘ o &) b ¢

| ,% DMNS Manager - O
File Action View Help | WIN-OHUUISI7G1D Properties ? X
ol (¢
: @ $| - | x D = Debug Logaing Event Logging Manitoring Securty
4 & DNs Interfaces Forwarders Advanced Root Hints
W ﬂ WIN-0HUUISITGID
[ o= Select the |P addresses that will serve DNS requests. The server can listen
- | Forward Lookup Zon

: for DM5 queries on all IP addresses defined for this computer, or you can
i _| Reverse Lookup Zong  limit it to selected IP addresses.

| Trust Points

" | Conditional Forwardg
[ (@) All IP addresses

() Only the following P addresses:
IP address:

2a01:5ec0:9012:d0c5H:4474:71b4 b4a3.6H5
2a01:5ec0:5012:d0ch: 74d2: 1d87-50F1:3
fd74.d21d-87501100:4474: 71b4:b4a3:6f5
fedl: 4474 71b4d-bdad 65

192.168.1.50

Lister on:

| oK | Cancel Apply Help



03,8 Cypde o S8 |y aike (slysS s g 0js> 9 DNS Luyg s 4 (oo ywd @
900,5 Sl cwly oo g9y p lutl &S Oygo pl 40 il el ly i lei o ) Sladal 5l eolazwl L ©
2 DNS Manager — O x I W

File Action View Help | kiyan.net Properties 4 et

| 2T KE G

WINS Zone Transfers Security
2 DNS General Start of Authority (SOA) Name Servers Tirmestam|-
W _EJ WIN-0HULISIZGETD
~ || Forward Lookup Zon Status: Running Fause
| _msdes.kiyan.net Toe. Active Directory-ntearated =
S E—— Ype: ive Directory-Integrate ange...
_| Reverse Lookup Zone Replication: All DNS servers in this domain Change...
| Trust Points
~| Conditional Forwarde
Data is stored in Active Directory. iin-Ohuui3i7gld.kiy... static
Lui3i7gld.kiyan.net.  static
Dynamic updates. .1.50 172772022
amic upaates: iec“’e only Y1 [1d8TS0:F100:4474:... 172772022
1, Allowing nonsecure dynamic | MoNe . . . .
~ wvulnerability because updates '3""5'3‘3“"3 and secure c0:3012:d0c3:4474:...  1/30/2022
sources. c0:9012:d0c5:74d2:...  1/30/2022
To set aging/scavenging properties, click Aging. Aging... 130 static
1d:8750:6100:4474:...  static |
k301 2:d0c:74d2...  static
cn001 2:d0c54474:...  static
I
Cancel Apphy Help > E




00,5 Jlkd pe |y iS5l sootins ®

2 DNS Manager — O ¥
File Action View Help | WIN-OHUUISITG1D Properties ? X
:ﬂr —
@ $ | = | x D G Debug Logging Event Logging Maonitaring Securty
£, DNS Interfaces Forwarders Advanced Root Hints Timestam|
W _ﬂ WIN-0HUUISITGID _
~ || Forward Lookup Zon Server versm.n numbv.ar.
» [2] _msdes.kiyan.net 10.0 77763 ((w4563)
f_ ‘E’J krj.ranl_.ne’lcc - Server options:
: _I Tﬂ:tr;E . c::n Hp cong M Dizable recursion (also disable:
’ —I Cru i _mn SIF ; [ |Enable BIND secondaries
» [ Cenditional Forwards | — k5 on load f bad zone data . . . .
¥|Enable round robin r|r1.-'l].hum5|'.-.’g'ld.k|],r... ;tatfc
[#|Enable netmask ordering Huisi7gld.kiyan.net.  static
[w]5ecure cache against pollution 1.30 1/27/2022
1d:8750:F100:4474.... 1/27/2022

clo0 2:d0c 54474, 1/30/2022
Name checking: Muttibyte (UTFS) v © 301
clo0 2:d0c5:74d 2., 1/30/2022
Load zone data on startup: From Active Directony and registry - 1.50 ctatic
1d:8750:F100:4474:,,.  static
o901 2:d0c74d2:,..  static

Seavenging period: : days c0:0012:d0c5:4474:...  static

[ ] Enable automatic scavenging of stale records

Reset to Default

K Cancel Apphy Help




Zone Transfer ;L dguxe ®

yobo 4y g e 3,105 3939 Wil 4 (g5l &S Sley b Zone Transfer slos sl cusel jiali3l cly @
&l bl il o Jleé e wwaAD Integrated « lZone Ll ¢lp.Zone Transfer o6 i
Name Server ,» a8 olayg,mw ol bisZone Transfer ¢y 55 i cladas Zone ple
D dalgd pl 8l sl sl cwJResource Records

Sl b kS 3,8 Gyge yoS ke Cad | plote ol ygm wZONe Transfer cuwl oY &S Sigo » ©

Cawl oo dyg i oled gl pZONe Transfer ojls Jbé 5es (630,80 asuie <lalP Address
53,5 W ) Slojle aSus  ololid aab a8 _uenlie gl pDNS  (glaosls i (56 4 yoxie



i, DMS Manager

File Action WView Help
o= 2FXE G
2, DMNS

w ﬂ WIN-0HUWISITGID
v || Forward Lookup Zon
» |2 _msdes.kiyan.net
v - kiyan.net

> B

>

>

» [ _udp
s || DomainDnsZa
5 || ForestDnsZeon
Reverse Lookup Zong
Trust Points
Conditional Forwarde

y [
> [
> [

kiyan.net Properties ? *

General
WINS

Start of Authority (SOA)
Zone Transfers

Mame Servers
Securty

A zone transfer sends a copy of the zone to the servers that request a copy.

[ ] Allow zone transfers:

To any server
Only to servers listed on the Name Servers tab

Only to the following servers

IP Address Server FGDON

Edit

To specify secondary servers to be notified of zone

updates, click Motify. Motify ..

OK

Cancel

Apply

— it
Timestam
yin-Ohuu3i7gld.kiy.. static
Huisifgld.kiyan.net.  static
1.50 1/27/2022
1d:8750:£100:4474:...  1/27/2022
c0:9012:d0c5:4474:...  1/30/2022
c9012:d0c:74d2:...  1/30/2022
.50 static
c(:9012:d0c3:74d2:... static
c(:9012:d0cx4474.... static
1d:8750:F100:4474:...  static

rn




DNS Cache ;L ol °

DNS Query lazul &5 oKaCache Pollution ) Jli. sDNS Server 5,6 o &jgo 4
A5l oo el (cwl oy b gNON Authoritative  glaesls Jols

L) p>ke LwgiDNS Server Cache 5 o34l jISecure Cache Against Pollution 53¢
LS o (59l ((Slosis cunlgs sDNS Server Ly S sWResource Record

9 (o0 w2l BDNS Server yugyw bwg oS ol Ful Coro B398 o0 o (188 g Ologlald > o ©
b phals



2 DNS Manager

File Actien View Help
== 2 XE G
2 DNS

W a WIN-OHUISITG1D
[ | Forward Lookup Zon
» 2] _msdcs.kiyan.net
~ - | kiyan.net

-
>
-
>
-

»

» || Reverse Lookup Zone
s || Trust Points
v || Conditional Forwards

= _msdcs
| _sites
[ _tcp
1 _udp
| DemainDnsZa

| ForestDnsZon

WIN-OHUUISITG1D Properties ? s
Debug Logging Event Logaging Monitoring Security
Interfaces Forwarders Advanced Root Hints

Server version number:

10.0 17763 ((x4563)

et i |

Server options:

[ 1Disable recursion (also disables forwarders)
[ 1Enable BIND secondaries

[]Fail on load if bad zone data

[w]Enable round robin

[w]Enable netmask ordering

secure cache against pollution

Mame checking: Multibyte (LITFS) e

Load zone data on startup: From Active Directory and registry e

[ ] Enable automatic scavenging of stale records

Scavenging penod: 0 days
Reset to Default
] Cancel Apphy Help

“

1.50

1.50

yin-Ohuui3i7gld.kiy...
Lui3i7gld.kiyan.net.

1d:8750:F100:4474....
c0:901 2:d0c5:4474:,..
c:9012:d0c5:74d2:...

c0:901 2:dlc 5 74d2:...
c0:901 2:d0c5:4474:,..
1d:8750:F100:4474:...

Timestam

static
static
1/27/2022
1/2772022
1/30/2022
1/30/2022
static
static
static
ctatic

le
=




